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Abstract

One of the fundanental chalenges for modern high-
performarce networkinterfacesis the processingcapabl-
ities required to processpadkets at high speeds. Simply
transmittingor receivingdataat gigabit speedd$ully utilizes
the CPU on a standad workstation. Any processinghat
mustbe dore to the data, whetherat the apgdication layer
or the networklayer, deceaseghe achievablethrouglput.
This paperpresentsan architecture for offloading a signif-
icant portion of the networkprocessingromthe hostCPU
onto the networkinterface A prototype called the GRIP
(Gigabit RatelPSe¢ card, hasbeencorstructedbasedon
anFPGAcoupedwith acommody Gigahlt EthernetMAC.
Experimetal resultsbasedon the prototypeare presented
and analyzed In addtion, a secondgenetion designis
presentedn the context of lessondearnedfrom the proto-

type

1. Intr oduction

The bandvidth of high-perfamancenetwork interfaces
hasoften exceead the capabilitiesof workstationsto pro-
cessnetwork data. Theadwert of gigabit ratenetworks and
the promise of ten-ggabit networks hasonceagainmade
this the case.Protocd processingof gigaht ratedataleads
to CPU utilizationsin excessof 80% on modern micropro-
cessors;heare, thereis clearlynotenoudy processingpower
to hardle the 10 Gigabit Etherret standad now comingto
market. To further complicatematters the applicatios us-
ing that datarequre someCPU time. CPU time usedby
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applicatiors is not available for protocd processing This
leadsto a rediction in the achievalle network bandwidh.
New technol@y is neeed to enablecommality machires
to leverag thesenew network capabilities. The proposed
solutionis the augnentationof the network interfacewith
reconfigirable compuing to offload processingelatedto
thenetwork datastream.

The network stackis typically formedof several layers
of processing,as shovn in Figure 1. Eachof theselay-
erscanhave processingequrementsthatvary by applica-
tion. The goal of a network card enharedwith recorfig-
urablecompting is to absorbas mary layersof the net-
work stackaspossible(on a perapplication basis)to offer
the maxinum possiblebandwidh to the apgication. For
exampe, in a clustercomputer, the network andtransport
layerscanbe extremelylight-weight, allowing partsof the
applicationto be absorbd into the network interfacepd].
Alternatively, two senersat two distantmilitary sitescom-
municatirg over theinterretrequiresecurecomnunicatiors
at the network level, suchasthoseprovided by IPSec[L7].
Encryption with IPSecis an extremely compute-intersive
processy] that may requre most(or all) of the FPGA re-
sources.

Providing reconfigirablecompuing on the network in-
terfaceallows a singlenetwork adapte to sene a variety of
purposes Moreimpottantly, it providesthe capaliity to re-
configuethenetwork adapteto meetthechangimg need of
the system.This paperpresentsa pratotyperecorfigurable
network interfaceto meetthis need.A nunberof potential
applicatiors aredescribd with the focus beingon the net-
work level securityproto®l, IPSec.The capabilitiesof the
protaypeareassessedndpreliminary resultsfor IPSecare
presentedalongwith an analysisof the results. Basedon
expelienceswith the prototype anda further analysisof the
possibleapplicationdomain a seconegeneation architec-
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tureis presertedfor gigalit ratepaclet processing.

Theremainde of this papelis organizedasfollows. Sec-
tion 2 presets applications undercorsideration.Section3
thenpresentshe pratotypedevelopedfor experimentation
with theseapgications. Preliminaryresultsfrom the pro-
totype arethenpresentedn Section4. Basedon the pre-
liminary work, a second-gnerationdesignis presentedn
Section5. Relatedwork is thenpresetedin Section6 fol-
lowedby conclwsionsin Section?.

2. Applications

A range of applicdion domairs cantake adwartage of
a network interfaceenharcedwith recorfigurable conput-
ing. Theserange from intrusiondetectionat thelink layer
andenciption atthe network layer(IPSec)to protoml pro-
cessingat the transpat layerandparallelcomputing at the
application layer. Thegoalof thetechnola@y is to absorbas
muchof the network processingstackas possibleto max-
imize applicaion perfamance.Four exampleapplications
arediscussedhere.

2.1. IPSec

IPSecis a pratocol suite which allows hostsor entire
networks to sendprotectel (encnypted) and autheticated
dataacrossuntrustednetworks. It consistsof threeproto-
cols: Encapslating SecurityPayload(ESP) Authertication
Header(AH) anda key managerant proto®l [17]. ESP
providesprotectia, integrity, autheticationandanti-replay
servicesto the IP layer AH providesthe sameservicesas
ESPwith theexceptionof encryption. Thekey managment
pratocolcoodinatesnegyatiationsbetweerthepeersn order
to establistsecurityassociationgxchargethekeys anden-
force thesecuritypolicies.

The cryptagraphc algoithms usedin the IPSecprato-
colsaretoo compex to bescaledo moden network speeds
by sequetial CPUs.For exampe, atestmaching 266 MHz
Pentiumll) running animplementationof AES (Advarced
Encryption Standard) 1] prodwcedonly 26Mb/swhile con-
suming100%of the CPUtime [9]. Similar resultscanbe
found in NIST AES candidhtes’ efficiengy testing[8]. Al-
thoudh theseresultsareimplementationdepenént,eventhe
mostoptimizedimplenmentationscannd compeatefor the
shortconingsof serialprocessors.Adding thisbottlenecko
the existing overheadof protacol processingcausedurther
perfamancedegradation.

Many moden cryptograghic algoithms[13] have been
designedo be optimized via parallelization The obvious
solution, hardvare acceleratiorof the cryptogaphicalgo-
rithmsis a necessarybut not sufficient, stepto increasehe
perfamance. IPSecis not a fully indepenlentpart of the
network layer. It providessecurityserviceso the IP layer,
butin retun requres|P stackservicedor networking; thus,
aresouceintercependeneis created As aresult,a crypto-
only acceleratgwhile decreasinghe CPUload,will create
anew bottlereck at the PCl bus by requring threeor more
PCltransactionperpacket. Measuremets have shavn that
the bestthroudhput achievable in suchsystemswith dedi-
catedcrypto-hadwareis 12Mb/sfor 1500MTU or 75Mb's
for 9k MTU paclets[18]. By integrating cryptographc ac-
celerationwith thenetwork interface the GRIParchitectue
effectively removesboththe CPUandPCl bottleneck.

2.2. Intrusion Detection

Intrusion Detection(ID) is the processof detectimy in-
appr@riate activity on a network or host system. There
are geneally two typesof ID systems: host-tasedand
networked-basedHost-basedD systemsopeateon ahost
to detectmalicious or inappropiiate activity. Alternatively,
network-basedD systemamonitor pacletson the network
looking for intrusionactiity. A network-basedD system
is usuallyplacedat a stratgic poirt on the network where
it canobseve traffic enterirg andleaving a site. The sys-
temcanobsenetraffic through a hubor a switch (with port
mirroring enablel), or through passie optical splittersfor
interfaceswith fiber optic conrections.

The GRIP systemdescribedn this papercanbeapplied
to both the host-lasedand network-basedID solution A
key commnentto ary ID systemis therealtime pracessing
of network traffic. Softwarebasedechnigieshave trouble
keepingup with traffic ratesin excessof 100 Mb/s. How-
ever, ratesof 1 Gb/sarecomnon today 10 Gb/sareavail-
able,and40 Gb/swill beavailablesoon.For thesereasons,
areconfiguablehardwarebasedsystemnis anidealplatform
for intrusiondetectim. Thehardvarebasedsolutionwill al-
low captue, filtering, andprocessingf pacletsatline rates.



The reconfigirablefeatureis importantin ID systemshe-
causeattacler activity andmocdesareconstatly changng,
andthefiltering algorithrs mustbe adjustecdaccordngly.

2.3. Protocol Procesing

The key challengeto hostswhich receve high-ratenet-
work datais not moving the dataitself, but the high rate
of heade-processingand buffer-chainirg that resultsfrom
therelatively smallsizeof a paclet. While the IPSecapgi-
cationdiscussedeveragesjumbo framesto achieve gigaht
rate throwghpu to the host, jumbo framesare not pradi-
calfor all network connetions; hencehostsneeda mecha-
nismfor improving network performarcein thepresegeof
standardEthenet frames. To highlight the prablem, con-
sider a Gigabit Etherret connetion using standard1500
byte frames. If oneinterruypt per paclet is received the
resultis oneinterrug every 12us. It takesappoximately
50us to processa singleinterrypt. While standardGigabit
Etherret cardsuseinterrug mitigation schemesthe result-
ingincreasen lateng is unaccefableto mary applicatiors.

The architectue presentedhereis capalte of offloadng
asignificantportion of thatpratocol processingload. In the
simplestcasethenetwork cardcouldgeneateall acknavl-
edgnentpaclets,significantlyredicing theloadonthe PClI
busandthe hostproessor In amoreadvanedsystemthe
majoiity of the paclet handlirg could be moved onto the
network interface In this casea streanof recevedpaclets
would be re-assembleéhto a datastreamon the network
interface. This apprachwould facilitatetrue zerocopy re-
ceivesin the TCP/IP soclet mocel. The numter of inter-
rupts in this casewould be drasticallyrediced asthe host
would no longerneedto be informedof the arriva of indi-
vidual paclets.

2.4. Cluster Computing

The field of cluster compting depems on high-
bandvidth, low-latercy commnunicatiors betweemodesin
a clusterof comnodity systems. The god of theseclus-
ters is high-perfomance computing, so ary time spent
in network processingis strictly overhead In addition
parallel applicatiors frequently rely on parallel conput-
ing primitivesthatarenot availablefrom commality high-
performane network interfaceg(e.g. standardsigalit Eth-
ernetcards).Examplesof this includebarriersynchrmiza-
tion andparallelredudion.

A singlecardcombiring a high-perfamancecompuing
engirewith ahigh-perfamancenetwork interfacemakesan
attractive additionto a clustercompuer. In a cluster where
lightweight network pratocolsareused sucha cardcanab-
sorball of the network processingand provide a stream-
basedyratherthana paclet-based,nterfaceto the network.
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Figure 2. General SLAAC-1V architecture

Thisdrasticallyredwestheloadontheprocessofor ahigh-
bandwidh conrection. The samecard can also absorba
significantportion of the appication ontothe network card
alongwith the network processingasseenin [28, 29]). As
a final benefit, this enhancd network card can provide a
hardware implementationof a variety of parallelcommuni-
cationprimitives.

3. GRIP Architecture

In this section,the detailsof the GRIP architectue are
describedFirst, a brief descriptionof the SLAAC-1V card
thatformsthe baseof the GRIP architectue is given Then,
extensiors to the normal SLAAC-1V systemto provide
GRIPfunctionality arepreseted,including theGigabitEth-
ernetdaugher cardandthe customPCl interface/ paclet
enginedesignaredescrited.

3.1. The SLAAC-1V Card

SLAAC-1V is a high-perfamancerecorfigurablecom-
puting platform basedon the Xilinx Virtex architectue. It
wasdesigne to addressa wide variety of generaimemay
bandwidh- and I/O-intensve applicatiors, Its structue is
shovn in Figure2. It hasthreeuserprogrammaéle Virtex
1000FPGAs,calledX0, X1, andX2. ThethreeFPGAsare
intercomectedby a 72-ht systolicring path,plus anaddi-
tional shared’2-hit bus. TheFPGAsconnet to atotal of 10
fastZBT SRAMSs, for atotal of 11 MB of SRAM memay
andabaut 3 GB/sof memoy bandwidh. Thememoriesare
individually accessibléy the host,allowing for overdapped
I/0 andcompuation. The PCl interfaceis subsunad into
the X0 FPGA, allowing for tight coupling to the PCI bus
andeasilycustonizablePCl behaior. About 80 percen of
the X0 FPGA remainsavailablefor userdefinel circuitry.
The card providestwo independentclocks to eachFPGA,
with progammaitte frequenciesTheSLAAC-1V alsohasa
bitstreamcachecapableof holding 7 full-sized Virtex-1000
bitstreamg5 in flashmemay, 2 in SRAM), andis capable
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of partial corfigurationof the FPGAs.
3.2. GRIP extensonsto SLAAC-1V

The GRIP architectue is motivated by two main fac-
tors. First, thereis a needto inserthardware-assistfunc-
tions in the network pratocol stackin order for systems
to perfam useful compuation at the high ratesprovided
by modern networks. The primary bottlenek in system
throughp is localbusbandvidth. Therebre,thehardvare-
offloading schememustinclude an integratedphysical in-
terface,andthe kerné driver mustdefinea clearsegrega-
tion in the protacol stackbetweenrhostprocessingand co-
processoiproessing;the hostdoesall protocd processing
above that sggregation point, andthe co-piocessodoesall
pracessingrom thatpointdown to thephysicallayer If the
co-processorcannothande all paclet processingrom this
“cutoff point” down to the physicallayer, eachpaclet must
be transfered acrossthe systembus at leastthreetimes,
crippling perfamance.The secondconsicerationin defin-
ing the GRIP architectue wasthe wide variety of possible
hardvare-assistunctions for network processing.For this
reason it wasimportar to definea standadized, geneic
pacletprocessinglatforminto which arbitray paclet op-
eratiors could be inserted,with low overheadand design
compexity.

In light of this, the GRIP architectue addstwo key fea-
turesto the basicSLAAC-1V system.The modifiedarch-
tectureis illustratedin Figure 3. First, a Gigahbit Ether
net daugher cardhasbeenaddel to the SLAAC-1V base

Figure 4. Photo of the assembled GRIP hard-
ware

cardto provide anintegratel physical layer The dauglter
cardinterfacesthe MAC to the FPGAson the SLAAC-1V
card,andprovidessomepaclet bufferingandfiltering. Fig-
ure 4 shawvs a phao of the Gigabit Etherret daugher card
mourted on a SLAAC-1V basecard. Second the normal
SLAAC-1V PCl interfacein the X0 FPGA hasbeenaug-
mentedwith customhighperfamanceDMA capaliities,
aswell aspaclet switchingandframing fundions. X0 was
essentiallyfransfomedinto a pacletmover, resposible for
routingpacletsbackandforth betweerthe PCl busandthe
otherFPGAsIn the system.lt commnunicateswith the other
FPGAsusingthe 72-ht systolicring andexternall/O paths,
with a simple pacletcentric FIFO interface The X1 and
X2 FPGAsremainavailablefro arbitrarypaclet-processing
designsthat implement a matchirg FIFO interface. The
SLAAC-1V ZBT SRAMsarenotusedby the GRIPinfras-
tructure leaving themfree for the paclet-processingper
formed in X1 andX2. To date,a numter of different X1
| X2 paclet-processingoreshave beendevelopedby third
partiesfor the GRIP framework, includng AES (Rijndael),
3DES,pacletfiltering (firewall) andintrusian detection

3.3. Gigabit Ethernet (GRIP) daughter card

The GRIP card,diagramnedin Figure5, providesa Gi-
gabitEthenetl/O extensionfor the SLAAC-1V. It connets
viaa72-an externd I/O conrectoronthe SLAAC-1V base
card.Connectity to thenetwork s providedby acomner
cial GigabitEthenetMedia AccessController(MAC), the
VitesseB8840. Theinterfaceto the MAC chip requresmore
pins than are available on the SLAAC-1V 1/O conrectot
so a Xilinx Virtex 300is includedto provide a lesscom-
plicated, narraver interfaceto the SLAAC-1V. Sincethe
FPGAIs neededo provide aninterfacefor the MAC, two
512Kx16-ht ZBT-SRAMSs are included for paclet buffer-
ing.

Processingnthe GRIP cardcurrently consistsof anin-
terfaceto the MAC and somepaclet filtering capaliities.
The pacletfiltering capaliities areneededecaus¢heuse
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card

of jumboframesis desiredfor the ongoing IPSecresearch
effort. Whenconfiguedfor jumboframestheMAC useds

unable to performfiltering of badpacletsdueto inadejuate
interral buffers. The FPGA on GRIP temporaily buffers
receved pacletsin the ZBT-SRAMs while waiting for the

paclet statusword. The paclet statusword is checled for

indicatins of anerror Goodpacletsarepassedo the X0

chipoftheSLAAC-1V for processingvhile badpacletsare
discarde.

3.4. X0 Packet Processing

The X0 FPGAonthe SLAAC-1V basecardis thebridge
betweenthe otherthree FPGAsandthe DMA engire, as
shawvn in Figure 6(a). A samplepaclet flow is shovn in
Figure6(b); X1 couldholdanencryptorfor outbownd pack-
etsand X2 a decnyptor for inbound paclets, for instance.
PacletsaretransferedbetweerFPGAsviaacomnoncom-
muricationsinterface. This interfacehastwo 34-bit, dud-
clock FIFOs,allowing the corecomputationclock to bein-
depewentof thel/O clock. The 34-kt FIFO pathshave 32
databits and 2 paclet framing bits. The framing bits de-
limit paclet boundariesby indicating“start-offrame” and
“end-of-frame”. The communicationsinterfacealsomulti-
plexesa contrd channéinto the chip-tochip datastream.
This control chamel is usedfor infrequent slave accesses,
like readingor writing controlregisters.

As shawn in figure Figure 6(a), a paclet switch inter-
conrectsthe threecommuicationsmoddes andthe DMA
contoller. In thecurrentprototypesystemthedevicedriver
setsthe switchto a staticpaclet-rauting configuation. The
static switch suppats a numter of different routing con-
figuraions. In future implemenations,a dynamic paclet-
switching network allowing routing decisionsto be made
insideX0 will bedevelgped.

TheDMA engineis acrucid cormponen for attainingthe
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desiredliine ratesandpaclet-processingunctionality. The
original SLAAC-1V designincorporatedan efficient 32/33
PClI design,usingthe Xilinx PCI coreanda customDMA
engire which contolled the bus-mater capaliities of the
Xilinx core. This original DMA engire was optimized in
four ways; the resultingdesignis illustratedin figure Fig-
ure 7. First, it was modifiedto work with 64/33or 64/66
PCI, in order to reachthe bi-directional1 Gh/sprocessing
target. Second,deepscattergather tableswere addedus-
ing Virtex BlockRamsin orde to allow the DMA engireto
processupto 255independen pacletsin eachdirectionbe-
tweenhostinterrug responsesThird, a64-ht, 8-way barel
rotata wasaddedto the DMA engne to allow the engire
to perfam transfes with arbitray byte-alignmen. Finally,
logic wasaddedo the DMA engineto geneatetheframing
bits usedby the communicationsmodules to delimit paclet
boundaries.

3.5. GRIP Software

The software side of the GRIP platform canbe divided
into two parts: a genealized driver and a modified ker
nel/apfication function for which hardvare assistances
used. The fundamentalrole of the driver is to presenthe
GRIP card as a standarda Gigabit Etherret network in-
terfaceto the operating system. The offloadedfunction is
application-specificand,in this projed, it is the IPSecpro-
tocollayerwith its specifiedcryptograplic transfornations.

3.51. GRIP Driver

The mostcrucial compmentof the softwareis the driver.
Unlikedrivers for standad reconfiguablecomputing cards,

which areusuallycharater devices, the GRIP driver regis-

tersitself asa network driver. The GRIP driveris partially
derived from thedriver for the SysKonrect[6] Gigalit Eth-

ernetcard which shareghe sameMedia AccessController
chipset, XMACII [7]. Currerily, the GRIP driver registers
itself asa regular Gigabit Etherret driver. Its designuses
thewell-known ring-buffer apprachwith oneaddition Be-

causeghe SLAAC-1V boardsupmrts pseudescattergatter

DMA transfes (seeSubsectiorB.1), thedriveris capableof

schedulig up to 255 buffers for transmitin the DMA con-

trol FIFOwithoutwaiting for thecomgetion of eachpartic-
ular transmission Tharks to this feature,the perfamance
canbe greatlyincreaseecausehe driver becanesinde-
pendat of the jitter in the dataflow introdwced either by

the hardvare or software. Furthernore, whenthe transmit
contrd FIFO getsfull, the driver introducesa new pointer
which will recordthe last buffer sentto the hardware and
disassociatehis pointer from the ring-buffer tail. In this

fashionthedriver canwithstandatemporay overflow with-

out stoppingthe kerneltransmitqueue.

3.5.2 IPSecProtocol Stack

The GRIP projed will usethe FreeS/\VWAN implementéion
of IPSec[2] to fully integrae IPSecfunctiorality into the
Linux TCP/IP stack. In the demorstrationtesting,the en-
tire IPSeclayeris implemenied in hardvare,in vety rudi-
mentaryform. In the final GRIP system,only the crypto-
graphc transfeamsandchecksuming will be delegaedto
the hardvare. Sincethe IPSecstackregistersits services
with the kernd, the GRIP driver will have to do the same
andpresenttself asboth a Gigalit Ethenetinterfaceand
an IPSecinterface. The IPSecstackmustalso be modi-
fied to accomnodatethe presencef the hardvareacceler
ator The transmitandreceve functionswill be modified
suchthat pacletsaresentto the GRIP cardwithout calling
the softwarecryptagraptic transforns. Themanagmentof
keysandthesecuritypolicy databasvill notbeaccelerated
initially.

4. Experimental Results

Testingof the SLAAC-1V / GRIP cards(heraftercalled
“GRIP cards”) hasconsistecbof threeaspects:basicfunc-
tionality, functiorality with paclet-processingand bard-
width. Basicfundionality hasbeendemorstratedby con-
nectinghostswith GRIP cardsto the interret. Thesehosts
are able to perfom normal network functions using the
GRIP cardwith reasonhble reliability. IPSecis beingused
as a prod of concep of paclet-procssing applicdions.
Coresfor 128bit AES (Rijndael)encryptionanddeciyption
developedby [10] areplacedwithin the GRIP framework
to testIPSecfunctionality. Two GRIP cardsconrectedto-
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getherareableto commuicatewith encrypteddata.Thefi-
naltestis to measue thebandwidh achievzable with aGRIP
card. Theremairderof this sectiondetailsexpelienceswith
bandvidth testing.

4.1. TestingSLAAC-1V DMA performance

First, the DMA performarce of the SLAAC-1V DMA
engire wastestedindepadently Theresultsareshavn in
Figure8. Testscorsistedof performing512DMA transfers
of 2 MB each,in eachdirection Testswererun usingthe
standardSLAAC-1V device drivers on a Dell Dimension
410 PC(850MHz P-I1I1) with aLinux 2.4kernd for 32/33
PCltesting,andaDell Precisior620workstation(733MHz
Xeon)with Windows NT 4.0for 64/66PCI. The gragh in-
dicatesthatup to 96% PCI bus efficiengy is achieved with
32/3B3 PCI (132 MB/s theoketicalmaximum). At 64/66PCl,
the bus efficiengy decreases 52% (520 MB/s theoktical
maximum). Indepenént measuremantsof maximun PCI
bandvidth for updatedversiors of the Dell Precisionwere
similar to our findings (they measured®27 MB/s and 315
MB/s) [3]. This suggestghat the lower bus efficiency is
primaily dueto bardwidth limitationsof thetestPC.

4.2. Testingthe GRIP infrastruc tur e bandwidth

The bardwidth limitations of the protaype GRIP card
arebeingtestedusingDell Precision620workstationswith
the Linux 2.4 kerrel. The GRIP driver presets the GRIP
cardas a standardnetwork interface. The network utility
“iperf” is usedto testthe GRIP cardover arange of paclet
sizes("MTU") . Themaximum throughput listedis thehigh-
estdatarate at which the GRIP card comgeted the iperf
testwith lessthan 1% paclet loss. Figure 9 indicaesthat
achievablebandwidhs rangefrom 610 Mb/s with “jumbo-
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Figure 9. GRIP network throughput

frame”paclets(8900 bytes)to 300Mb/swith defaultpaclet
sizes(1500bytes).

Initial performarce resultsarepromising; however, test-
ing is still on-going. Significantsystembottleneck still ex-
ist that are currently beingaddressed. Whenthesebottle-
necksare addressedthe GRIP architeture is expectedto
achieve the 1 Gb/sperfomancetarget. The currentlimita-
tionsinclude:

1. Clock rate limitations: the maximum clock rate for
theGRIPdauditercardcurrently limits themaximum
throughpu. Thesourceof thislimitation s still being
investigatecbut the potertial causesvill beaddressed
in thesecondgeneratio carddescribedn Sectionb.

2. Asynchronows flow contrd: the GRIP systemre-
quires a nurrber of indeperent clocks. Communi-
cationsbetweerclock domainsis erra- prore andis
currently believedto limit theperfamanceseen.

3. GRIPdriver: the GRIPdriveris in theearly stageof
devdlopmert andhasnotbeenfully optimized

Theseresultsaresignificant,but not becausef the per
formanceachieved thusfar. Indeed theresultsarepromis-
ing, and1 Gb/shost-tohostnetwork traffic is expectedto be
achieved in the nearfuture. However, the more important
contritution is an architectue that provides an open pro-
grammable, reconfiguirableframework to offload arbitray
paclet operatios. Most othernetwork acceleratorsre ei-
thernotopenlyprogammatte or arelimited to the physical
or link layersof the protacol stack. The unigue position
of the GRIP cardin the network protocd stackallowsit to
offloadhigherlevelsof network proessing.

4.3. An exampleapplication: IPSEC

As a prod-of-concep, the X1 and X2 FPGAs have
beenloadedwith AES (Rijndael) encryption coresdevel-



opedfor the SLAAC-1V boardat Geoge MasonUniver

sity. Theseenclyption coreshave beendemorstratedo run

on a SLAAC-1V at systemspeedsof up to 80 MHz and
bandvidth of 887Mb/s[1(]. Although thesemeasurerants
weretake outsidethe GRIPframawork, thecoreshave been
modfied andintegratedwith the TCP/IPstackaspartof the
GRIP framavork. The modificatiors consistedof adding
headeprocessingcapabilitiesandextra flow contrd to the
core. The modificatims also include the addition of “en-

cryption rules” abou which pacletsto encrypt (e.g.contrd

pacletssuchasARP areun-ercrypted. Thissystemwasfor

demanstrationpurposesonly. Thereal GRIP IPSecsystem
will implemen the IPSecheadermprocessingwith a Linux

kerrel patch.

Testingutilized two comectedGRIP cardsloadel with
encryption cores. Perfomancemeasurd with iperf is cur
rentlylimited to 50 Mb/s. Two issuesarecurrentlybeingin-
vestigaed asperfamancelimiting factos: decrypion fail-
ureswith largerthan1500byte pacletsandflow-contiol is-
suesthat might have beenintrodwced with the addtion of
the extra headetprocessindogic. Headefprocessingwill
soonbe moved backinto the kernel. Full gigabit rate en-
crypted bandwidh is expected when theseissuesare ad-
dressed.

5. Next-Generation Ar chitecture

The original GRIP cardwasbuilt asa protaype device
to allow experimentationwith an FPGA-basechetwork ac-
celerator The original designhasa numter of limitations.
Key amongtheseare a lack of memay resouces, a lack
of memay bardwidth, a lack of logic resourcesandcost.
Forthesecondgeneratio card, GRIP2,anew requrements
analysishasbeenperfamed.

5.1. RequirementsAnalysis

Work with current applicdions has revealed four re-
guirementsfor the next-generatio GRIP cardthat are not
addessedby the currert GRIP card: additioral logic re-
sourcs, additinal RAM, additimal RAM bandvidth, and
low cost. Additional logic resourcesare needd to sup-
pott the network securityapgications. The current GRIP
cardis expectedto deliver gigaht rate encyption, but ad-
ditiond featuressuchaskey managerantare desired In
additin, achieving full-duplex gigabit speedsmay require
further pratocol processinde offloaded from the host. An-
otherapplicationthatneedsadditioral logic resouresis in-
trusiondetectionwhich canna be easilyimplemered with
thecurren design.

Additiond RAM resoucesare neeckd for network se-
curity, parallelcompuing, and protacol processingappi-
cations. For IPSec,in particdar, the hardvare accelerator
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Figure 10. A block diagram of the second-
generation GRIP card

needgo becapableof reassemblingP pacletsthatarefrag-
mentediy thenetwork. Thisrequresstoragdor thepaclets
asthey arereassemlied. Similarly, pratocol processinge-
quiresstoragefor recevedpaclets,transmittecpacletsthat
have not beenacknavledged, and stateinformation about
eachconnectio. Someapplicatiors discussedor paral-
lel compuing[29 could alsotake advanta@ of addtional
RAM resoures.

RAM bardwidth is always a con@rn when processing
gigaht ratedata.ThecurrentGRIP cardhasapprximately
2 Gb/sof RAM bandwidh whichis only enoud to buffer
paclets in a single direction. The current configuration
requies that this be usedas a receie FIFO. For a next-
generdon GRIPcard,thedesireis to provide enoghRAM
bandwidh for buffering in bothsendandreceve directiors
(4 Gb/s). This s requred for protocol processingand for
parallelcomputing applications. In addition, it is important
to have additiond RAM bandwidh for the storageof the
stateof conrectionsandfor otherapplication processing.

Costis afactorfor ary application thoughit is particu-
larly relevantto parallelcomputing. Parallelcompuing ap-
plicationsof thistechndogy require acardin eachnodeof a
clusterconrputer Thisis anissuebecaus¢hecurrernt GRIP
cardrequiresanexpensive SLAAC-1V reconfiguiablecom-
putingcardasacarrier

5.2. GRIP2

FigurelOillustratesadesignto addesstherequiements
outlinedin Subsectio®.1. Thisdesignwill beimplemened
asaPMC form-factorcardthatcanbe coupledwith theup-
comingOsiriscard(Figure 11). The Osiris cardprovidesa
Xilinx Virtex-1l 6000with an SO-DIMM interfaceandten
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banlks of 250 MHz ZBT-SRAM. This provides significant
additinal logic resouicesand RAM bandwdth for useby
applications. In additin, the PMC interfaceis easily cou-
pledto aPMC-PClcorvertercardallowing the GRIP2card
to opeate stand-aloe, lowering the cost. On the GRIP2
card,a Xilinx Virtex-1l 1000 is usedasthe FPGA device
to provide adequte resoucesto implemett the PCl inter
faceaswell as someapplicationlogic while minimizing
costs.An SO-DIMM slotwasusedto provide a large buffer
capale of at least4 gigalits per secondof sequentiakhc-
cessbandwidh. In addition two 36-bit wide, 2MB ZBT-
SRAMs are provided to hold protacol relatedstateandto
provide the randan accesshandwdth neededby the 2D-
FFT apgication[28].

6. RelatedWork

Since IPSecsoftware implementationsposea substan-
tial burdenfor the systemresourcs, hardware accelera-
tors have beenin developmentsincethe dawvn of the IPSec
standard In generalthe appoachesould be divided into
three cateyories: standalone dedicatedhardware plat-
forms (VPN gatewvays) crypto-acceleators and crypto-
acceleators with a built-in networkinterface Nearly all
verdors of perimete VPN devices employ the first ap-
proach. It doesnot posea significantchallengefor sys-
tem resoure utilization becausat usesproprietary tech-
nologiesandessentiallylimitless resoures. The dedicated
cryptocardsolutionredu@sthe CPU overheadby offload-
ing thecomputationallyexpensive cryptograhic transfoms

to hardware, but overwhelmsthe PCl busat high datarates.
TheGRIPprojecthasbeendevelopingtheintegraedpaclet
processinfgrypto-acceleratosolution. While we are not
aware of similar researchefforts investigatingthe inegra-
tion of the reconfigirablecrypto andpaclet processinga
numter of peoplehave beenpursung FPGA cryptocore
researchand developmen [21, 11, 14, 15 16, 24, 19.

Similarly, FPGAs were usedin an ATM firewall appli-
cation as presentedn [20]. A few commecial products
employing proprietary, dedicaed hardware such as cus-
tom cryptdnetwork processorsre available aswell from
Hifn [5] andCorrent[4].

A numler of otherefforts have demorstratedthe useful-
nessof dedicatedhetwork processing.Theseefforts have
shavn thatanembededprocessoronthenetwork interface
canentancepardlel computing by improving bandvidth or
lateng or by addingspecialfeatures. Exampes of these
efforts include HARP[23], Typhoon[25], RWCP’s GigaE
PM prgect[27], andthe University of British Columba’s
GMS-NPprojed[17]. Mostrecettly, [26] demamstratedhat
the two embeded processoron an Alteon Gigabit Ether
net card could provide pratocol processingat neargigaht
speeds.Eachof theseefforts relies on embedéd proces-
sor(s)andonly attemptgo achieve peakdatarateswith un-
encryped datain a single directionon the network. The
goal of GRIR, by contrast, is to achieve simultaneas bi-
directioral gigabitthroughpu with encrypgeddata.For this,
additioral processingooweris needée onthenetwork inter-
face.

The advantagesof an FPGA on a network interfacefor
an application werefirst presentedas Sepiap?), a system
usingasmartnetwork adaptein a3D renceringapplicatian.
The usefulnes®f this type systemwas further illustrated
for parallelapplicatiors in [28, 29]. The cardarchitectue
presentedhereaddessesheshort-omingsof theprototype
usedin thatwork.

7. Conclusions

Network interfacespeeds$odayaresuchthatgereralpur-
poseCPUhostsystemstruggleto processetwork dataand
still have resoucesleft for applicationprocessing.In addi-
tion, the amouwnt of pracessingrequirad on network datais
increasingdue to the needfor security protacols, crypto-
graphc processing,intrusiondetection andIP fragmerta-
tion / reassemblyTo furthercomplicatethe prodem, mary
of thesenaw network dataprocessingrequirementsdo not
lend themseles to efficient processingwith a geneal pur
poseCPU architecture. However, this type of processings
very well suitedto hardvare systemswherethe paclet na-
ture of network dataallows easyexploitation of the parallel
processinghatcanbeimplementd in hardware systems.

TheGRIParchitectue presetedprovidesanexanple of



how hardvareoffloadandassisimectanismscanallow host
resoucesto bededcatedto their mainpumposewhichis ap-
plication processing.In addition the combiration of hard-
warebasedgrocessingwith real(or nearreal)time recanfig-
uratian providesmary opportunitiesfor furtherassistance
hostsystemsn respamseto new applicdion or network pro-
cessingequrements.Futureareasof researctwill include
extersionof the GRIParchitectue to offloadadditioral net-
work processingequiementdncluding IR, TCR andSSL.
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